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1. OOuue moI0KeHUs

1.1 Kpaxka y4eTHBIX JaHHBIX - XMIIEHHE JUYHBIX NaHHbIX kineHta AO «JJ PT» wu
MXHE3aKOHHOE MCTOJIb30BAaHUE JUIsl BBITIOJHEHUS

HECAHKIIMOHUPOBAHHBIX OIEpaluii OT UMEHHU KineHTa. ONTUMaIbHBINA CIIOCO0 3aIUTHl OT
KPaXX YYETHBIX JaHHBIX COCTOUT B YMEHHH pPACIO3HABATh CHOCOOBI 3THUX 3JIOYMBIILICHHBIX
JIEVUCTBUH I IPEAOTBPALICHUS TAKUX CUTYaIUU.

1.2 3agaun 3amuThl UHQOPMAIIMN CBOJATCS K MUHUMU3AIMH yiIepOa U MpeIoTBPaIleHUIO
3JIOHAMEpPEHHBIX Bo3jAeicTBui. [lig oOecrnieueHus HaaJeXKalled CTENEHU 3allUIIEHHOCTH
HEOOXOAMMO MCIOJIb30BAHUE KOMIUIEKCHOTO TMOJX0Jla, Korjga BompocaMm HHGOPMaIMOHHOMN
0€30MMaCHOCTH YJENSIeTCsl JOCTAaTOYHO BHUMaHu, Kak Ha cropoHe AO LI PT, Ttak u Ha cropoHe
KJIMEHTA.

1.3 Pucku monydeHHs] HECAaHKIMOHUPOBAHHOTO J0CTyna K WH(MOpMAIMH TPEXKIE BCETro
CBSI3aHBI C «(UIITUHTOMY (MCIIOTB30BAHUEM JIOKHBIX PECYPCOB ce€TU MIHTEpPHET C LIENbIO MOTyUYeHUs
KOH(UICHIINATBHBIX CBEJICHUH - IMYHBIX TAHHBIX, JOTUHOB, MAPOJICH U JIp.), a TAKXKE BO3JCHCTBUEM
BPEJOHOCHOTO KOJIA.

1.4 «®umuHr» - MONBITKA NEepexBaTa JWYHBIX JaHHBIX KiueHTa. OJIWH M3 CaMbIX
pacIpoOCTpaHEHHBIX CHOCOOOB (UIMHTA 3aKIIOYAeTCs B OTIPABKE DSJIEKTPOHHBIX IMHCEM OT
MOIIIEHHUKOB, KOTOPBIE BBIJIAIOT ce0s 3a MpeacTaBuTeNeil n3BecTHOM kommnanuu. Kak mpasuio, B
SJIEKTPOHHBIX MUChbMaX OT MOIICHHUKOB COACPIKMTCS CChLIKA Ha HEOE30MacHyro CTpaHuIly Web-
caira. Ha atoi ctpanune Bam nipeqyaraercs BBECTH CBOM JIMUHBIE TAHHBIE, IPU 3TOM BbI MOXkeTe
1oJIaraTh, YTO BBOJI JIAaHHBIX O€30TaceH, TOTa KaK B JCHCTBUTEIHHOCTH MH(POPMAIIKS TOXUIIAETCS
3JI0YMBIIIJIECHHUKAMMU.

RO N e R Y

2. PeKOMeHIlaIII/II/I 110 3aluTe mu]mpmamm oT BO3ZleI/lCTBI/lSI Bpenonocnoro KO}la

2.1 Ha nepconanbHOM KoMIbloTepe KinenTa 101kHO OBITh yCTaHOBIIEHO JIMIEH3UPOBAHHOE
aHTuBUpycHoe mporpammHoe oOecnieuenue (I10). AntuBupycHoe I1O nomxHO perymnsipHo
OOHOBIIATHCS. PeKOMEHIyeTCss YCTaHOBUTH 10 YMOJYAaHUIO MaKCHMaJlbHBI YpPOBEHb ITOJHUTHK
0e30macHOCTH, T.e. He TPeOyIOIUK OTBETOB IOJIb30BATEIIs IPU OOHAPYKEHUHU BHPYCOB. JleueHune
(ynanenue) 3apakeHHBIX (DaiiyIoB MPOM3BOAUTCA aHTUBUPYCHBIM 11O B aBTOMaTHUYECKOM pEeXUME.

2.2 He pexe 0AHOIO pa3a B HEJENIO B aBTOMAaTHYECKOM PEXHUME JOJKHA OCYIIECTBISATHCS
TIOJTHAsI TIPOBEPKA KECTKOTO JIUCKA TIEPCOHATBLHOTO KOMITBIOTEpa Ha MPEIMET HaJIHYUs BUPYCOB H
BPEJOHOCHOTO TPOrpaMMHOro koja. IIpoBepka OCyIIECTBISETCS COIVIACHO PpACHUCAHUIO,
BBICTaBJIEHHOMY B HacTpoikax aHtusupycHoro I10.

2.3 PexoMeHayeTcsi MOJBEpPraTh AHTHBHUPYCHOMY KOHTPOJIO 0Oy HH(OpMAIHIO,
NOJTy4aeMyIo M MepelaBaeMyro M0 TEICKOMMYHHKAIIMOHHBIM KaHaJIaM, a Takke WH(GOpMAIUIO Ha
cheMHbIX HocuTensax (MaruutHbix, CD/DVD auckax, USB-nakonutensx u T.1.). [Ipu Hanuuuu
TEXHUYECKOW BO3MOKHOCTU CKaHHUPOBAHHE JOIHKHO OCYIIECTBIATHCS B aBTOMAaTHUYECKOM PEKHIME.

2.4 Ilpn wucnonb3oBanuu cetu HTEepHET myii oOMEHa MOYTOBBIMH COOOIICHUSIMHU
HE00X0AUMO NMPUMEHITh aHTHUBUpYycHoe 110, noxnepxuBaromiee NIpoBEepKy MOUYTOBBIX KIMEHTOB.

2.5 Ilpy BO3HMKHOBEHHUM IOJI03PEHUS HA HAJIWYUE KOMIBIOTEPHOIO BHpYyca (HETHUIHMYHAsS
pabota 1O, mosiBnenne rpaduyecknx U 3BYKOBBIX 3(PPEKTOB, NCKAKEHUHN JaHHBIX, TMPOMaJaHUe



¢daitioB, 4Yacroe  MOSBIEHHWE  COOOIIEHUH O  CHUCTEMHBIX  OHIMOKaxX,  yBEJIIMYEHUE
UCXOJSIIETr0/BXoasuiero Tpadguka M T.M.) WIM HapylIeHHs pabOTOCIOCOOHOCTH KOMITbIOTEpa
HEO0OXOJIMMO OCYIIECTBUTh BHEIUIAHOBYIO MpoBepka Ha Hainuuue BpenonocHoro I[10. Ilocne
yJlaJ€Husl BUPYCOB U BOCCTAHOBJIEHUS pa00OTOCIIOCOOHOCTH KOMITBIOTEPA HEOOXOIMMO MPOU3BECTU
CMEHY IapoJiell Ha HOBbIE, YJIOBIETBOPSIONINE TpeOoBaHUM 1. 4.1

ornpaezifeneii. He oTkpeiBaiiTe (aiiiabl, MOTyYEHHBIE MO AIEKTPOHHOM MOYTE OT HEU3BECTHBIX

3. Pexomennanuu no 3amurte nHGOPMANMHU OT HECAHKIMOHUPOBAHHOTO
AOCTYIA IMyTeM HCIO0JIb30BAHUS JIOKHBIX ((pajbcnPpuIIUPOBAHHBIX)
pecypcoB cetu UnTepHeT

3.1 MomieHHnuecknii WM HOAAENBHBI Web-calit - 310 Hebe3omacHblil Web-caiit, Ha
koTopoM Bam mnox kakumM-nuOo MpeAsoroM MpejularaeTcsi BBECTH KOH(PHUAECHLIHMAIBHYIO
uHpOpMAIHIO. 3a4acTyr0 3TH WeD-CalThI ABISIOTCS OYTH TOYHOW Komueil Web-caiiToB n3BecTHBIX
KOMITaHUH, KOTOpbIM Bpbl noBepsere (Hampumep, banka), u mnpeanasHaueHsl i cOopa
KOH(UIEHIIMAIbHON H(OPMALIMY OOMAHHBIM ITyTEM.

3.2 Bxon B unpopmarmonnsiii ceppuc AO «LJI PT»_«JInunbrii kaOuHeT » HEOOX0IUMO

OCYIECTBIISITh TONBKO ¢ caiita http://Ik.cdrtkzn.ru. OGpamaiite BHUMaHHE, YTO B aIPECHOM
CTpoke Opay3epa MPUCYTCTBYET MMEHHO ASTOT aJpec, OCTeperaTech MOXO0XHX Ha3BaHUU. He
BBOJUTE ayTEHTU(UKALMOHHBIX JaHHBIX HA JIOOBIX APYTUX cailTax.

3.3 Ilepen mpocMOTPOM 3JIEKTPOHHOTO MUChbMa BCErja MPOBEPSITE aapec OTIPABUTEIIS.
Crpoka «OTnpaBUTENb» MOKET COACPKATh aApec dJIEKTPOHHON MOYTHl B opulaTbHOM (opmare,
KOTOPBIM SBJISIETCS ITOYTM TOYHOM KONMEW ajpeca HACTOsEd KomraHuu. H3MeHuTs aapec
AJIEKTPOHHOM MOYTHI OTIPABUTENSI OUEHB IPOCTO, TO3TOMY OYAbTE OJAUTEIbHBI.

3.4 BHuMmarenbHO 4YHUTAlTe TEKCT JJIEKTPOHHOTO MHUChbMA. OJEKTPOHHBIE MHUCbMa OT
U3BECTHBIX KOMIIAHUIN HUKOI/A He cojepkar opdorpaduyeckux Wi IpaMMaTUYECKUX OIIHUOOK.
Eciu Bel BuauTe cii0Ba Ha HHOCTPAHHOM SI3bIKE, CIIEL[UAJIBHBIE CUMBOJIBI U T. JI., BO3MOXHO, 3TO -
3JIEKTPOHHOE MMUCHMO, OTIIPABIEHHOE MOIIIEHHUKAMHU.

3.5 CrapaiiTech COXpaHsiITh CIOKOWCTBUE. MHOTME MOILIEHHUYECKHUE AJIEKTPOHHBIE MHUChbMa
coJieprKaT MPU3bIBHI K 0e30TIarareabHbIM IeHCTBUSIM, MBITASCh 3aCTaBUTh Bac nelicTBoBaTh OBICTPO
¥ HeoOAyMaHHO. MHOTHe Noie/IbHbIE COOOIEHNS ANEKTPOHHOM MOYTHI NBITAIOTCS yoeauTs Bac B
TOM, 4TO Bamemy cdery yrpokaeT OmacHOCTb, €I Bbl HeMeUIeHHO He OOHOBUTE KPUTHYECKU
Ba)KHbIE JTaHHBIE.

3.6 BauumarenbHo aHanmu3upyiite ccbulkd. CCBUIKM MOTYT OBITH MOYTHM TOYHOM KomUen
HOJJTAHHBIX, OJTHAKO OHM MOTYT IepeHanpaBuTh Bac Ha MomeHHUYeCcKuii Web-caiT.

4. PexoMeHJAlMU 1O MPeIOTBPAIIEHUIO TOJTYYeHHs
HECAHKIMOHUPOBAHHOIO I0CTYNA TPEThbUMM JIUIAMU

4.1 PexomeHIyeTCS PEryIsIPHO MEHITH HapoJIv ISl pabOTHI CO CBOMMHU YYETHBIMH JAHHBIMH
B pa3iMyHbIX cuctemax. JlnmHa Bamero mapons nomkHa OBITh HE MEHEE 8 CHMBOJIOB H
IPEJCTABIATH COOOM CII0)KHOE COUETaHHE CTPOUHBIX U MPOMUCHBIX OYKB, IIU(PP U CUMBOJIOB.

4.2 PexoMeH1yeTCsl MCIIOJIb30BATh PA3IMYHbIC YHUKAIBHBIC MAPOIH Ul Pa3au4yHbIX Web-
CaliTOB M cHUCTEM, Ha KOTOPBHIX BBl BBOAWMTE KOH(UWICHIMATIbHBIE TaHHBIE (HApPUMEp, MOPTAT



['ocycnyr, onnaiiH-bankuHT 1 T. 11.).

4.3 B cayyae KOMIIPOMETAllMM WM TOJO3PCHHUSIX HAa KOMIIPOMETAIUIO Tapois,
PEKOMEHIyeTCsl He3aMeIUTEIbHO CMEHUTh MapoJib Ha HOBBIN, yJIOBIETBOPSIONINM TpeOOBaHUSIM
n4.1.

4.4 Huxomy mepeniaBaiiTe U He pasrialiaiTe CBOM MapoJIy.

4.5 PekoMeHayeTcs yCTaHOBUTH APOJIU Ha YUETHBIC 3aITUCH TIOJIb30BaTENCH OnepanuoHHON
CHUCTEMBI Ha KOMITbIOTEPE.

4.6 Pexomennyetrcsi ycTaHOBUTH Ha TenedoH aHTuBHpycHOe 11O UM CBOEBpEeMEHHO €ro
OOHOBJISATD.

4.7 PexomeHnyeTCsl BKJIIOYUTH OJIOKMPOBKY OKpaHa JJisi MOOWIBHBIX YCTPOICTB U
OTKJIFOUUTH TOKa3 JIFOOBIX Mapojieil mpu BBOJIE.

4.8 PexomMeHIyeTCSl UCKITIOYUTH BO3MOXKHOCTh (DU3HUECKOTO JOCTYIa MOCTOPOHHUX JIUIL K
KOMITBIOTEPY, ¢ KOTOPOTO BEI ocyiiecTBiisieTe padoTy.

4.9 PexoMeHIyeTCS TPUMEHSTh Ha KOMITBIOTEpE Ui padOThl CICIHATU3UPOBAHHBIC
OporpaMMHBIE W amnmapaTHble  CpelIcTBa  0O€30MacHOCTH:  CpeACcTBa  3allUThl  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYyNa, IE€PCOHAJIbHBIE MEXKCETEBbIE HKpPaHbl, AHTHUILIHOHCKOE
mporpaMMHOE OOeCIieueHHe U T.M., OOECMEUYUTh PETyJSIPHOE aBTOMAaTUYECKOE€ OOHOBIICHHE
MIPOTPaMMHOT0 00ECIIEUEHHUS STUX CPEJICTB.

4.10 Ha xommeroTepe aiis paboThl HEOOX0AMMO UCKITIOUNTH nocemmenne WEB- caiitos
COMHUTEIBHOTO COJepKaHUsA, 3arpy3Ky H YCTAaHOBKY HEJIUIEH3MOHHOTO MPOTrPaMMHOIO
obecnieuenus u T.1. Mcmonp30BaHue HENUIIEH3UOHHOTO MPOTPAMMHOTO OOECIeUeHHUs MOBBIIIACT
PUCK TIOJIyYEHHUs] HECAHKIIMOHHUPOBAHHOTO JOCTYIMa 3JOYMBIIIJICHHUKOB C IEJIbI0 XUIICHUS
uH(pOpPMAIIUH.

411 Bxirounte CHUCTEMHBIN ayauT COOBITUH, PETUCTPUPYIONIMA BO3HUKAIOIINE
omuOKH, BXOJ TOJIb30BaTENIEH U 3alyCK MPOTrpaMM; CTapaTech MEPUOJIUYECKH MPOCMATPUBATH
JKypHaJl U pearupoBath Ha OMMOKHBO m30ekaHWe WHIMACHTOB, CBSI3AHHBIX C HEMPAaBOMEPHBIM
HCIIONTIb30BaHWEM  Bamield  KOMITBIOTEPHOM  TEXHHUKH, HCIOJIB3yeMOW Juisi  paboTel €
uHpopmarmonHsiMu  cepucamu AO «IlJ] PT», ybemutensHo mpocum Bac HeyKOCHHUTENBHO
cO0JII0/1aTh PEKOMEHYEMbIE BBIIIIE TTpaBUiia 0€30MaCHOCTH.

Tonbko KOMIUIEKCHOE COOJIO/ICHHE OMMCAHHBIX MPaBUJI 0€30MacHOCTH MO3BOJUT Bam He
CTaTh JKEPTBOM MOIIEHHUKOB M HWHBIX 3JO0YMBIIUICHHUKOB M TIOMOXKET OOECMEYUTh 3aluTy
BAIIINX JAHHBIX.



